ABSTRACT In this paper, we investigate the secrecy performance of dual-hop decode-and-forward cognitive relay networks taking into account the channel correlation between the main and wiretapping channels. For the enhancement of the secrecy performance, a generalized relay selection scheme is utilized, where the kth strongest relay node is selected based on the main channel. In order to analyze the impact of key parameters on the secrecy performance, we first derive the exact closed-form expression for secrecy outage probability (SOP) of the considered networks. Moreover, to extract deep insights, the asymptotic approximation for SOP in high main-to-eavesdropper ratio (MER) regime is also provided. Our theoretical results as well as simulations demonstrate that: 1) the channel correlation does not affect the achievable secrecy diversity order, but has a positive impact on the secrecy coding gain in high MER regime; 2) the secrecy diversity order is decided by the generalized selection coefficient and the number of relays that can successfully decode the information transmitted from the secondary transmitter; and 3) the total amount of relays cannot influence the secrecy diversity order directly, but has a significant impact on the secrecy coding gain.
I. INTRODUCTION
Nowadays, cognitive relay networks (CRNs), as an effective way to relieve the spectrum scarcity and improve the spectrum efficiency, have been attracting more and more attention by the researchers [1] - [3] . In CRNs, the most commonly used method is the underlay scheme, in which the secondary transmitter (ST) can share the licensed spectrum with the primary user (PU) as long as it meets the preset interference temperature threshold from PU. Due to the simplicity of the operating principle and implementation, many recent researches have focused on the CRNs with underlay scheme [4] .
Compared with the traditional cooperative relay networks, the radio environment of CRNs is much more complex and uncertain on account of the spectrum sharing characteristic, which makes CRNs more vulnerable to the malicious nodes.
As is known to all, the most common methods to protect the security of information transmission are the various encryption algorithms in upper layers, such as AES and DES. However, with the fast development of computer technologies, the traditional encryption algorithms are not safe any more and can be cracked more easily than before. Hence, in order to tackle this problem, a novel concept called physical layer security (PLS) has been proposed, which can be utilized as a supplementary mean for the further enhancement of information security [5] , [6] . Motivated by this, the security of CRNs from the physical layer perspective has become a prominent frontier in wireless communications [7] - [9] . Specifically, the authors in [10] proposed a new relay selection scheme with the assistance of jamming noise to enhance the security of CRNs. In [11] , the maximum ratio combining/zero-forcing beamforming (MRC/ZFB) scheme was designed to improve the security of dual-hop multiantenna CRNs. Later, in [12] , the system model in [11] was extended to cognitive MIMO relay networks with outdated channel state information (CSI), in which the transmit antenna selection/maximal-ratio combining (TAS/MRC) scheme was analyzed in Rayleigh fading channels.
However, the assumption that the main and wiretapping channels are statistically independent in most of the published works is not always reasonable. In the real scenarios, due to the proximity of the legitimate receiver and eavesdropper, and the antenna deployments, correlations between different channels are very common [13] - [15] . In [16] and [17] , the impact of channel correlation on the secrecy performance was analyzed, which shows that the channel correlation is harmful to the network security, especially in low main-toeavesdropper ratio (MER) regime. In [18] , an opportunistic relay selection scheme was proposed to enhance the secrecy performance of cooperative relay networks over correlated fading channels. Later, in [19] , the authors extended the system model in [18] to multiple amplify-and-forward (AF) relay networks, and investigated the secrecy performance of joint TAS and opportunistic relay scheme. However, to the best of the authors' knowledge, the application of generalized relay selection (GRS) scheme in cognitive relay wiretap networks over correlated fading channels has not been well understood.
In this paper, we investigate the impact of correlated fading channels on CRNs with GRS scheme from the PLS perspective. Specifically, the GRS scheme is adopted at the relay nodes based on the main channel for the enhancement of the secrecy performance. Moreover, compared with traditional cooperative relay networks, the quality of service (QoS) requirement of primary user (PU) is also considered in this paper. The main contributions of our work are summarized as follows:
• We firstly derive the exact closed-form expression for secrecy outage probability (SOP) of the CRNs with GRS over correlated fading channels. Based on the exact SOP expression, we can analyze the impact of key parameters, i.e., the channel correlation coefficient, the interference temperature threshold, the number of relays and the generalized selection coefficient, on the secrecy performance of the considered system.
• To evaluate more deep insights, we also get the asymptotic SOP expression in high MER regime. 1 From the asymptotic expression, we can obtain the achievable secrecy diversity order and the secrecy coding gain of the considered system. The results show that the channel correlation does not affect the secrecy diversity order, but has a positive impact on the secrecy coding gain in high MER regime. The secrecy diversity order is decided by the generalized selection coefficient and the number of relays that can successfully decode the information 1 In practice, the high MER is encountered when the eavesdropper is located far from the relay or the received antenna gain at the eavesdropper is small [19] .
transmitted from the secondary transmitter (ST). The total amount of relays can not influence the secrecy diversity order directly, but has a significant impact on the secrecy coding gain. The rest of this paper is organized as follows. Section II describes the system model. Section III provides the detailed derivation process of the exact SOP and the asymptotic SOP. Numerical results and discussions are provided in Section IV. Finally, the conclusion is drawn in Section V.
Notations: CN (0, σ 2 ) denotes the zero-mean complex Gaussian random variables (CGRVs) with variance σ 2 . f X (·) denotes the probability density function (PDF) of a random variable X , and F X (·) denotes the cumulative distribution function (CDF) of X . The channel fading coefficient between A and B is denoted as h AB . 
II. SYSTEM MODEL
A dual-hop cognitive relay network is considered in Fig. 1 , which consists of a primary user (PU), a secondary transmitter (ST), a secondary destination (SD), N relay nodes, R = { R i | i = 1, 2, . . . , N }, and an eavesdropper (SE). Similar to [18] , the nodes in the system are all equipped with only one antenna and the direct link from ST to SD and SE are not available due to the limited coverage of ST [24] , [25] . The total transmission process includes two phases. In the first phase, ST transmits the information to the relays which will try to decode the information and form a decoding set D consisting of the relays that can successfully receive-anddecode the information. And in order to prevent the wiretap, a relay node is selected from the decoding set D according to the generalized selection scheme. Then, in the second phase, the selected relay forwards the decoding information to SD, and SE can also eavesdrop the information transmitted from the selected relay. Due to the presence of PU, the transmit power of ST and relays are both restrained by the interference VOLUME 6, 2018 temperature threshold. In this paper, all the channels experience Rayleigh fading, among which the main channel is correlated with the wiretapping channel. In addition, we assume a practical passive wiretapping scenario, i.e., the relays do not know the eavesdropper's CSI.
To be specific, suppose that the i-th relay, R i , is selected as the information receiving-and-forwarding node during the two-phase transmission. Hence, the received signal at R i in the first phase is
where x represents the confidential information transmitted by ST, P s is the transmit power of ST,
is the channel fading coefficient between ST and R i , and n R i ∼ CN (0, σ 2 ) represents the additive white Gaussian noise (AWGN) received at R i . If the relay, R i , wants to successfully receive and decode the information x, the received rate of information throughput (RRIT) on R i should be no less than the decoding rate floor R t , i.e.,
where
is the received signal-to-noise ratio (SNR) at R i .
Then, in the second phase, the selected relay R i forwards the information x to SD after decoding it successfully, and the eavesdropper can also intercept the information transmitted by R i . Hence, the received signals at SD and SE are
and
are the channel fading coefficients at SD and SE, respectively. n D and n E are AWGN at SD and SE. Specifically, herein, we assume that the main channel and the wiretapping channel are correlated, i.e., h R i D is correlated with h R i E .
Note that due to the QoS requirement of PU, the transmit power, P s and P R , are limited by both the maximal transmit power P t and the interference temperature threshold Q, i.e.,
where h SP and h R i P are the channel fading coefficients between ST and PU, and R i and PU, respectively. As described above, a passive wiretapping scenario is considered, i.e., the relay nodes can not know the eavesdropper's CSI. Thus, we utilize the generalized selection scheme to select the relay k based on the main channel only, i.e.,
where k th arg max (·) represents the function used for selecting the k-th best relay, M = |D| denotes the size of the decoding set D. If M = 0, all relay nodes fail to decode the information x successfully and the transmission breaks down. Until now, we first provide the joint PDF of two correlated random variables u = |h R i D | 2 and v = |h R i E | 2 as follows [17] 
where α 1 = λ RD and α 2 = λ RE are the average values of u and v respectively, ρ ∈ [0, 1) is the channel correlation coefficient, and I 0 (x) is the zeroth-order modified Bessel function of the first kind [16] . Now, according to [20] , the achievable secrecy rate of cognitive relay wiretap networks with GRS over correlated fading channels is given as
with average values
and β E = P R λ RE σ 2 , are the instantaneous SNR at SD and SE, respectively.
III. SECRECY PERFORMANCE
In this section, we present a comprehensive secrecy performance analysis for the cognitive relay wiretap networks with GRS over correlated fading channels.
A. PRELIMINARIES
Before delving into details, we firstly present the statistical properties of γ R k D , γ R k E and γ η , η ∈ (SP, SR k , R k P), which will be frequently invoked in the subsequent derivations. In CRNs, the transmit powers, P s and P R , are variational with the channel fading coefficients, so γ R k D , γ R k E and γ η are statistical dependent, due to the common random variables (RVs) 
where β η is the average value of γ η . Proof: Since the GRS scheme is just based on the main channel between the relays and SD, so the channels between ST and R k , ST and PU, and R k and PU are independent of the relay selection process. Hence, the k-th best relay corresponds to a random relay for ST and PU. After some simple manipulations, we can get the conditional PDF in (11) under Rayleigh fading channels.
B. SECRECY OUTAGE PROBABILITY
To evaluate the secrecy performance, the secrecy outage probability is one of the most commonly used metrics. A network is no longer secure when the achievable secrecy RRIT C s falls below a predefined secrecy rate threshold R s , and the probability that C s falls below R s is defined as the secrecy outage probability, i.e., P out (R s ) = Pr (C s < R s ).
In the following, the exact closed-form SOP of cognitive relay wiretap networks is provided.
Theorem 1: The SOP of cognitive relay wiretap networks with GRS over correlated fading channels is given as
where (·, ·) is the upper incomplete Gamma function [23, eq. (8.350.2) ], C 1 and C 2 are two functions represented as (13) and (14) , as shown at the bottom of this page. Proof: According to Lemma 1, we can first derive the expression of SOP conditioned on RVs G 1 and G 2 as
where γ s = 2 2R s and W 1 − W 6 are the functions derived in (15)- (19) .
Then the unconditional SOP of the considered system can be given as
To this end, by substituting (11) into (21), the exact closedform SOP of cognitive relay wiretap networks in (12) can be derived after some simple mathematical manipulations.
Remark 1: The exact closed-form SOP expression is quite general and suitable for arbitrary number of relays, different maximal transmit powers, different interference temperature thresholds, and different channel correlation coefficients. It also provides an efficient way to investigate the impact of key parameters on the secrecy performance of the system model.
C. ASYMPTOTIC SECRECY OUTAGE PROBABILITY
Although the exact SOP provides an efficient way to investigate the secrecy performance, it is too complex to be easily understood. To obtain more deep insights intuitively, we also provide the asymptotic SOP expression in high MER regime.
Corollary 1: The asymptotic SOP of cognitive relay wiretap network with GRS over correlated fading channels is given as
where the MER is R = β D /β E and
Proof: When β D and β E tend to be relative large, the expression of SOP can be approximated as
Denoting Z = γ 1 /γ 2 , then we have
Substituting R = β D /β E into (25), then we can get that
Assisted by (26), the asymptotic SOP can be further approximated as
To this end, the asymptotic SOP in (22) can be derived from (27) after omitting the higher order items of the infinite series.
Remark 2: From the corollary 1, we can find that the channel correlation coefficient does not affect the achievable secrecy diversity order. However, it affects the secrecy coding gain and can enhance the secrecy performance in high MER regime. The secrecy diversity order is decided by the generalized selection coefficient k and the size of the decoding set M . Moreover, although the total amount of relays N does not influence the secrecy diversity order directly, it has a significant impact on the secrecy coding gain. In addition, to the best of our knowledge, the asymptotic SOP expression in (22) is quite novel and has not appeared in any other papers.
IV. NUMERICAL RESULTS
In this section, we will provide the numerical results to evaluate the impact of key parameters, i.e., the channel correlation coefficient, the interference temperature threshold, the generalized selection coefficient and the total number of relays, on the secrecy performance of the considered system. Unless otherwise stated, the secrecy rate threshold R s and the decoding rate floor R t are both set as 1 bit/s/Hz, the noise variance is σ 2 = 1 and the channel variances between PR and ST, and PR and R k are set as λ SP = λ RP = 1dB. In addition, a function T = round −10 log 10 ρ is used as an accurate number of terms for different ρ to estimate the sum of infinite series in the exact SOP as in [18] . From the figures, we can find that the simulation results are in exact agreement with the theoretical results, which demonstrates the correctness of our derivations. Fig. 2 shows the secrecy outage probability of cognitive relay wiretap networks with GRS over correlated fading channels under different interference temperature thresholds. From the figure, we can see that the parameters, i.e., Q, N and ρ, all have a positive impact on the SOP. Moreover, we can also find that when Q is small, the SOPs with different N and ρ are almost same, and when Q is large enough, the SOP tends to be constant. The reason is that the transmit powers of ST and R k are restricted by both the interference temperature threshold Q and the maximal transmit power P t . When Q is small, the transmit powers of ST and R k are also very small, so the interference temperature threshold Q is the dominant parameter that affects the SOP. In addition, with the increase of Q, the impact of N and ρ on SOP gradually increases. When Q is large enough, the maximal transmit power P t becomes the principal factor, the SOP also becomes constant. FIGURE 3. Secrecy outage probability versus P t for N = 3, 7 , ρ = 0.3, 0.5, 0.7 and k = 1. Fig. 3 presents the secrecy outage probability versus the maximal transmit power P t under different number of relays N and different channel correlation coefficients ρ. As shown in the figure, the maximal transmit power P t has a positive impact on SOP on a account of that increasing P t will contribute to the improvement of RRIT on R k and SD. In addition, increasing N and ρ can also improve the secrecy performance. It is due to the fact that both of N and ρ can improve the secrecy coding gain directly. Moreover, we can see that the SOP tends to be constant just like Fig. 2 , when P t is large enough. Because the real transmit power is restricted by both P t and Q. When P t is small, P t is the dominant factor to decide the real transmit power, so the SOP is mainly affected by P t . However, when P t is large enough, the interference temperature threshold Q becomes the dominant factor. eralized selection coefficients. From the figure, we can find that when the channel correlation coefficient ρ is smaller than 0.3, the SOP is almost a constant. The reason is that when ρ is relative small, the correlation between the main and wiretapping channels is very weak, so the SOP is nearly not affected by ρ. However, with the increase of ρ, the correlation between the main and wiretapping channels becomes more and more obvious and the impact of ρ also becomes more remarkable. As expected, the SOP declines with the increase of channel correlation coefficient ρ after ρ > 0.3, which also demonstrates the correctness of our theoretical results that the channel correlation coefficient has a positive impact on the secrecy performance. However, the results also show that the impact of generalized selection coefficient on the secrecy performance is negative. This is due to the fact that with the increase of generalized selection coefficient, the CSI of the main channel between the selected relay and SD becomes worse and worse, which is not beneficial to the data security. Fig. 5 plots the secrecy outage probability versus MER with different key parameters, i.e., the total number of VOLUME 6, 2018 relays, the channel correlation coefficient and the generalized selection coefficient. It can be observed that the achievable secrecy diversity order is related to the total number of relays N and the generalized selection coefficient k, but not affected by the channel correlation coefficient ρ. Specifically, N has a positive impact on the secrecy diversity order, but k is on the contrary. The reason is that M , which has a direct impact on the secrecy diversity order as shown in (22), will have a higher probability to be a larger value with the increase of N . The increase of M means that more qualified relays can be selected, which will increase the achievable secrecy diversity order. However, when k > 1, a suboptimum relay node will be selected which is equal to reduce the value of M , so the secrecy diversity order will decline when k increases. In addition, it can also be seen that although the channel correlation coefficient ρ has no impact on the secrecy diversity order, it has a positive impact on the secrecy coding gain, and the secrecy performance becomes better with the increase of ρ.
V. CONCLUSIONS
In this paper, we have investigated the impact of correlated fading channels on the secrecy performance of CRNs with GRS scheme. Assuming the Rayleigh fading, the impact of key parameters on the secrecy diversity order and the secrecy coding gain was evaluated. Specifically, the exact and asymptotic expressions of SOP have been derived, which are suitable for different relay numbers, interference temperature thresholds, maximal transmit powers, channel correlation coefficients and generalized selection coefficients. The results show that the channel correlation coefficient does not influence the secrecy diversity order, but has a positive impact on the secrecy coding gain in high MER regime. The achievable secrecy diversity order is decided by the number of relays that can successfully decode the information transmitted by ST and the generalized selection coefficient.
VI. PROOF OF LEMMA 1
From (8), the joint conditional PDF of γ R i D and γ R i E is given as
For a given decoding SNR floor γ t in the first transmission process, the probability that the relays can successfully decode-and-forward the information x transmitted from ST is given as
According to [21] and [22] , the joint conditional PDF of γ R k D and γ R k E can be represented as
Substituting (28), (29) and [17, eq. (5) ] into (30) and appling the Binomial expansion theorem, then the joint conditional PDF of γ R k D and γ R k E can be derived as (10) after some simple mathematical manipulations.
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